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ABSTRACT

IEEE 802.11 is a wireless LAN technology is based on a cellular
architecture where the system is sub divided into cells, Each cell
is called Basic Service Set (BSS) is controlled by a base station is
called Accesses Point (AP). Access points are connected through
Distribution System (DS), typically Ethernet or wireless itself.
The important part of the wireless MAC layer design is the
security (WEP/RC4 algorithm) implementation. Security
protocol is the part of the data link layer.

The main features of cryptography are to work out with
problems, which are associated with secrecy, authentication and
integrity. In order to handle all the cryptographic problems
many kinds of cryptographic algorithms have been invented.
The complexity of these problems made several categories of
cryptographic algorithms. A much known is the RC4 stream
cipher.

The RC4 encryption process is divided into three stages: session
key negotiation stage, seed key generation stage and data
processing stage.

Firstly, RC4 uses the original session key 16 byte random
number KSO generated by A, and then it’s encrypted by
Elgamal. When B receives the encrypted information, decrypts
with its own private key, B will get the shared key, and then
return A an OK message.

Secondly, A uses the RC4 algorithm and KSO to get a pseudo-
random output stream.

Thirdly, A uses a certain combination of Hash functions to get
the seed key, and then we finish the seed key generation stage.

Finally, we get a new pseudo-random data stream with the seed
key generated by RC4 algorithm, discard the first 48 bytes of
the data stream, and then encrypt the P. A. Send the encrypted
result cipher text C(RC4(key, P)) to B. B decrypts the received
data in the same way and gets the message data Plain Text.

KeyWOI’dS: Encryption, Decryption, RC4, WEP, Verilog HDL,
Xilinx, Modelsim.

I. INTRODUCTION

Wireless Local Area Network (WLAN) is the network
that utilizes radio frequency technology instead of
traditional coaxial. WLAN is widely used in many
conditions, especially when it’s difficult to install
traditional network. As the openness and sharing of

wireless channel nature, the security of wireless data
stream becomes particularly prominent [1].

IEEE802.11 standard for WLAN defines two types of
authentication open system authentication and shared key
authentication, and uses RC4 stream encryption algorithm
of the Wired Equivalent Protection (WEP) protocol to
enhance its security. However, the facts show that the
WEP protocol has not met the desired level of safety. On
the contrary, WEP itself also has fatal security flaws,
tampering with the data for a variety of active attacks and
passive eavesdropping on the data provided to facilitate
aggression.

WEP uses the Initial Vector (IV) to avoid duplication of
key stream. Beginning in 2001, several serious
weaknesses were reported and they demonstrate that
WEP protocol is vulnerable in a number of areas. In
essence, the problem is not in RC4 itself but in the way to
generate the key and in how to use the key for RC4
encryption. Many hackers and computer security experts
have discovered the WEP design flaws, which indicate
that IEEE802.11 standards can only provide limited
support to confidentiality. WEP provides a 40-bit key,
which may be sufficient to keep away a common hacker
but incapable to ward off a professional hacker. Either a
40-bit key or a 128-bit key can be easily cracked within
two or three hours. RC4 is probably the most widely used
stream cipher nowadays due to its simplicity and high
efficiency. This paper focuses on the research to enhance
RC4 algorithm. The rest of the paper is organized as
follows. RC4 algorithm is introduced in Section 2. In
Section 3, we present the RC4 encryption and decryption.
The wifi encryption and Decryption is presented in
Section 4. In Section 5, we provide simulation results.
Section 6 provides the Synthesis report. Section 7
concludes this paper.

Il. RC4 ALGORITHM

The principle of RC4 algorithm consists of two
components: key-scheduling algorithm (KSA) and pseudo
random number generation algorithm (PRGA). The key
function of KSA is to complete initialization of RC4 Key,
while the key function of PRGA is to produce pseudo-
random number. The pseudo code for RC4 algorithm
(KSA and PRGA) is shown below.
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KSA

begin

for i=0 to 255
Si=i;

Ki=K[i mod nJ;
end for

k=0;

for i=0 to 255
j=(j+Si+Ki) mod 256
swap(Si,Sj)

end for

end

PRGA

begin

i=0;

=0;

while(true)
i=(i+1) mod 256
j=(j+Si) mod 256;
swap(Si,Sj);
t=(Si+Sj) mod 256
K=St;

end loop

end

Stream ciphers and block ciphers are two classes of
encryption algorithms. Stream ciphers encrypt a one-bit
plaintext at a time, using a time-dependent encryption
transformation. Block ciphers encrypt groups of plaintext
characters using a fixed encryption transformation.
Stream ciphers and block ciphers have their respective
characteristics, but stream ciphers are almost always
faster and use far less code than block ciphers do.

RC4 is a variable key-size stream cipher based on a 256-
byte secret internal state and two one-byte indexes. The
data is encrypted by XORing data with the key stream
which is generated by RC4 from a base key. For a given
base key, KSA generates an initial permutation state
denoted by SO.

PRGA is a repeated loop procedure and each loop
generates a one-byte pseudo-random output as the stream
key. At each loop, a one-byte stream key is generated and
it is XORed with one-byte of the plaintext, in the
meantime a new 256-byte permutation state S as well as
two one-byte indices | and j are updated, which defined
by (Sk+1, ik+1, jk+1) = PRGA(SK, ik, jk) where ik+1and
jk+1 are the indices and Sk+1 is the state updated from ik,
jk, and Sk by applying one loop of PRGA.

I11. RC4 ENCRYPTION AND DECRYPTION

The encryption process of WEP is shown in Figure 1,
WEP uses 40-bit or 104-bit encryption key connected
with 24-bit IV to generate 64-bit or 128-bit seed key, and
then send the seed key to a random generator PRNG,
encrypt the plaintext with pseudo-random sequence [2].
System uses CRC32 (32-bit cyclic checksum) for
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integrity verifying to ensure that the message will not be
modified during transmission that sends IV, plaintext and
integrity check value (ICV) to the other [3].

The decryption process of WEP is shown in Figure 1. The
decryption key sequence is generated in the same way
that generates encryption key, XORed with cipher text to
get the plaintext. Compare ICV with integrity check value
ICV ' calculated by CRC32, if the encryption key is the
same as decryption key, and ICV '= ICV, then the
receiver gets the original plaintext data. Many encryption
algorithms are widely available in wired networks. They
can be categorized into a symmetric key encryption.

In symmetric key encryption and secret key encryption,
only one key is used to encrypt and decrypt data and the
key should be distributed before transmission between
entities. It is also very efficient since the key size can be
small, while the functions used for encryption are
hardware operations, and the encryption time can be very
short. However, in large communication networks, key
distribution can be a significant problem.

Asymmetric key encryption or public key encryption is
used to solve the keydistribution problem. This uses two
keys, one for encryption and another for decryption, and
there is no need for distributing them prior to
transmission. Public key encryption is based on
mathematical functions, computationally intensive and
not very efficient for small wireless devices. Generally,
most encryptions used in wireless devices are based on
symmetric key encryption, such as RC4.

RC4 is a stream cipher designed by Ron Rivest in 1987
and it is widely used in many applications today and in
wireless networks such as IEEE 802.11 WEP and CDPD.
With a unique key, a stream of pseudo-random numbers
is generated, and then the encryption of data XORs the
pseudo-random numbers from the stream with the data.
RC4 is known to be fast and efficient, for it can be written
using only a few lines of codes and requires only 256
bytes of random access memory (RAM). Hence, it is one
of the best encryption schemes during the past decade.

RC4 is standardized to provide security services in
WLAN using the WEP protocol. However, Fluhrer and
many researchers have discovered several vulnerabilities
in the RC4 algorithm. The weaknesses in RC4 and
loopholes in the WEP protocol have resulted in a new
standard for security in WLAN (IEEE 802.11i) proposing
a new protocol based on the advanced encryption
standard (AES).

AES is a block cipher designed by Joan Daemen and
Vincent Rijmen that has a variable key length of 128,
192, or 256 bits to encrypt data blocks of 128, 192, or 256
bits long. Both block and key length are extensible to
multiples of 32 bits. AES encryption is fast and flexible,
and it can be implemented on various platforms
especially in small devices and smart cards. Also, AES
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has been rigorously tested for security loopholes for a few
years before it was standardized by NIST.
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Fig.1. WEP Encryption and Decryption

Improvement:

Modern cryptographic technique is divided into two
types, symmetric encryption system and public key
encryption system. Symmetric encryption system
communicating parts need a safe way to ensure key
sharing; public key encryption system communicating
parts have their own pair of keys. In general, data
processing efficiency of public key encryption system is
not as high as symmetric encryption system, but the key
is easier to manage. Therefore, we use public key
encryption system for both parts to consult and then
consult the key, use symmetric cryptography for data
encryption and decryption. This maximizes the advantage
of two types of cryptography.

Elgamal, as a typical public key encryption system, is
widely used, and we use Elgamal for key agreement to
resolve the RC4 key management issues. Elgamal
encryption is an asymmetric key encryption algorithm for
public-key cryptography which is based on the Diffie-
Hellman key agreement. Elgamal encryption consists of
three components: the key generator, the encryption
algorithm, and the decryption algorithm. Elgamal
encryption can be defined over any cyclic group G. Its
security depends upon the difficulty of a certain problem
in G related to computing discrete logarithms.

Elgamal encryption is probabilistic, meaning that a single
plaintext can be encrypted to many possible cipher
texts,with the consequence that a general Elgamal
encryption produces a 2:1 expansion in size from plain
text to cipher text. Encryption under Elgamal requires two
exponentiations; however, these exponentiations are
independent of the message and can be computed ahead
of time if need be. Decryption only requires one
exponentiation. The RC4 algorithm encryption improved
data processing is shown in Figure 2.
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Fig 2. Data Processing of Improved RC4

The RC4 encryption process is divided into three stages:
session key negotiation stage, seed key generation stage
and data processing stage. First of all, RC4 uses the
original session key 16 byte random number KSO
generated by A, and then it’s encrypted by Elgamal.
When B receives the encrypted information, decrypts
with its own private key, B will get the shared key, and
then return A an OK message. Secondly, A uses the RC4
algorithm and KSO to get a pseudo-random output stream,
after moving the first 48 bytes away from the output
stream, select the interception between 49 bytes and 52
bytes as 1V, select interception between 53 bytes and 80
bytes as the user shared key KC, and select the
interception between 81 bytes and 96 bytes as the next
key KS1. Thirdly, A uses a certain combination of Hash
functions to get the seed key, and then we finish the seed
key generation stage.

Finally, we get a new pseudo-random data stream with
the seed key generated by RC4 algorithm, discard the first
48 bytes of the data stream, and then encrypt the P. A.
Send the encrypted result cipher text C(RC4(key, P)) to
B. B decrypts the received data in the same way and gets
the message data P. In the entire process, after obtaining
the key, B uses the same algorithm to generate seed key
in order to obtain the cipher text C for decrypting later
data. During each connection, the seed key used in the
following communication is generated by using the
initialize vector IV in step 2, plus 1, and then calculated
by Hash function with KC. At the same time there is a
limited time TO to use the KC. During each
communication, if the time that using KC is over T0, we
use the KS1 in Step 2 of the last connection as the new
key, and then repeat the Step 2 to regenerate a new IV
and KC. Now, we discuss the improved algorithm's
security. We no longer need to transfer plaintext and 1V
to the other by using the RC4 algorithm to generate the
IV and KC, so the attackers can not simply use the weak
IV keys to cryptanalysis and attack, at the same time it’s
more useful to avoid the reuse of the keys, avoid getting
the known plaintext from some of the other clear
plaintext. The IV initialization is no longer binding with
the network card, but with part of random RC4 stream, so
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the IV administration is also safe. As the key generated
by both IV || RC and RC || IV can be analyzed by IV
linear changes. In the improved method, we use the Hash
Function to deal the IV and KC, so if the changes
produced by the linear changed, IV will not be linear that
avoids analyzing the key by the linear changes of IV.
Assault for different lengths IV has different analysis
lengths. If the IV length is 4 byte, the probability that
each 1V can be used for the first byte correlation analysis
is only 4.32x10-5, and the number of weak 1V that needs
to analyze a byte KC in the key is | .33x106. In order to
improve the RC4 security, we use a 256-bit key.

In the analysis of 8 byte RC4 pseudo-random streams, we
get the result that the first output bit has 36% probability
to equal with the approximate; the second bit has 35.9%
probability, and so on. The 48th bit has 0.4% probability.
Therefore, in order to ensure the difficulty of
cryptanalysis, in the improved RC4 method, we don’t use
the first 48 bit pseudo-random stream to avoid the attack
by using the bias of the first few bits in output stream. In
the 11Mbps network, the transmission of 1500 byte data
packets will come up with the situation that different
packets use the same 1V in about 5 hours:

11(Mbps)/ (1500Byte/packet*8bit/Byte) = 917 packet/s
224 = 1677216

1677216/917 =5.1h

Using the improved RC4 in the 11 Mb/s networks, the
time that different packets use the same time IV in the
transmission of 1500 Byte data packets is about 54 days.
232 = 4294967296

4294967296/917 = 1301 h=54d

IV. WIFI ENCRYPTION AND DECRYPTION
ARCHITECTURE

It consists of Encryption and Decryption architectures and
its description

4.1 WiFi Encryption Architecture

. Elgamal EncryptedKey
Ok, KsO

R_Mum_Gen

KsO

K51

RCA Seed_Key

Hash_Fn

KC

ipherText,

RC4

FIFO_Tx PlainText

Fig.4 Encryption Diagram
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Fig.5 RC4 Internal Architecture

Description:

It gives the detailed architecture for WiFi Encryption.
Architecture is divided into two parts. They are Key
Generation and Plain Text data and controller. Plain Text
Data is stored in FIFO. Its Data Length is 8. Key Data is
stored in RAM. Its Data Length is 8. DataLenCnt is used to
count the number of bytes. After xoring plain text and key
data we will get cipher text.

4.2 WiFi Decryption Architecture
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Fig.6 Decryption Architecture
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Description:

It gives the detailed architecture for Wi-Fi Decryption.
Architecture is divided into two parts. They are Key
Generation and Cipher Text and controller.

Cipher Text is stored in FIFO. Its Data Length is 8. Key Data
is stored in RAM. Its Data Length is 8. DataLenCnt is used to

count the number of bytes. After xoring cipher text and key
data we will get plain text.

V. SIMULATION RESULTS

Top Module: Block Diagram:
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Fig.7 Top Module

Description:

It takes the Key Data and Plain text as inputs, it produces
cipher text as output. Whenever EncryptionEna is high it
starts working.
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VI. SYNTHESIS REPORT

It consists about Synthesis Reports, Map Reports,

Schematic Diagrams and Floor Plan Design
Synthesis Report for Encryption:

RTL Top Level Output File Name : TopModule.ngr

Top Level Output File Name : TopModule
Output Format :NGC
Optimization Goal : Speed

Selected Device: v600efg676-8

Number of Slices: 6057 out of 6912 87%
Number of Slice Flip Flops: 6574 out of 13824 47%
Number of 4 input LUTs:11015 out of 13824  79%
Number of 10s: 30

Number of bonded 10Bs:30 out of 444 6%
Number of GCLKs: 1 outof 4 25%

Synthesis Report for Decryption:

RTL Top Level Output File Name : TopModule.ngr
Top Level Output File Name : TopModule

RTL

657|Page



Rajendar Racherla, S Nagakishore Bhavanam/ International Journal of Engineering Research and

Applications (IJERA)

Output Format
Optimization Goal
Selected Device
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:NGC
: Speed
: v600efg676-8

Number of Slices: 6030 outof 6912 87%
Number of Slice Flip Flops: 6560 out of 13824 47%
Number of 4 input LUTs:10967 out of 13824 79%

Number of 10s: 37
Number of bonded I0Bs: 29 out of
Number of GCLKs: 1 out of

444 6%

4 25%

Internal Diagram of Encryption Top Module

Internal Diagram of Decryption Top Module

Floor plan Design for Encryption:
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VII. CONCLUSIONS

WLAN has some security weakness due to RC4 weakness,
linear weakness and IV weakness. The improved RC4 can
raise the security level of RC4, so does the WLAN, and it
can be used as temporary method as it’s easy to update.
The new block encryption algorithm, such as RC5, will be
used as the security solution for its high encryption level in
future. Enhancing RC4 algorithm consists of Elgamal,
KSA,PRGA and Hash Function.

Architecture for Enhancing RC4 is designed. Individual
modules are designed and integrated. Simulation results for
individual and integrated modules are verfied. Synthesis
results are obtained.
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